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EXECUTIVE SUMMARY

Today, wind turbines represent an easy target for unauthorized intruders. Until a break-in 
is detected, quite a long time can pass. Unfortunately, long detection time leads to high 
burglary damages and significant liability risk for the wind farm operator. Using an in-
novative smart access control system helps to reduce the detection time drastically and 
enables operators to react immediately to security breaches. As result, potential burglary 
damages are reduced and the chance of catching the intruders is increased. Moreover, 
operators can actively reduce their liability risk.



BREAKING INTO WIND TURBINES: EASY AND UNNOTICED
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Due to insufficient security protection, wind turbines represent an easy target for unau- 
thorized intruders. They are often in remote locations which give intruders all the time and 
privacy they need. Not only are the (tumbler) locks easy to pick, also the ventilation screens 
that are built into tower doors are a weak point. It happens regularly that intruders break 
those screens and open the door by reaching across to the inside handle. As wind turbine 
doors are escape doors, they must always open from the inside, even when locked. 

Whenever a break-in leads to a standstill of a wind turbine (for example due to dama-
ging of the technical components), the operator will quickly realize that there is a  
business interruption. However, the operator will not know the reason why the turbine 
has stopped spinning. As break-ins usually happen at night, a service team will likely be  
dispatched the next morning. When they arrive on site, they will realize that a security  
breach had caused the business interruption. 

In case that the turbine continues to operate normally despite the break-in, realizing what 
has happened might take weeks or even months until the next routine visit of a service 
team. During that period the wind turbine can be entered by anyone who passes by, which 
creates a significant liability risk for the wind farm operator.
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DETECTION TIME IS CRITICAL FOR OPERATORS

The image below shows how a security breach changes the turbine‘s asset state. The in-
secure state – caused by the broken door – continues from the security breach until the 
reestablishment of the secure state. The time in between consists of the detection time 
until the operator realizes the security breach, and the reaction time that he needs to take 
countermeasures.

Operators need to prevent an insecure asset state. Otherwise, they expose themselves to 
liability risks as wind turbines are power plants that need to be locked. However, absolute 
security is hard to achieve. Hence, operators must try to minimize time periods where their 
assets are in an insecure state in order to avoid excessive liability risk.

Operators control their reaction time and can improve it on their own. However, detection 
time is different. As shown before, depending on the situation a long time can pass until 
a security breach is detected. Today, an operator cannot control the point in time where 
he notices a break-in. Detection time also influences potential damages to the turbine: if 
intruders are identified right away, there will be less time to inflict damages on the asset.
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…BUT CAN BE NEARLY ELIMINATED

With the help of a smart access control system, detection time can be reduced to a few 
seconds. The system communicates permanently with the operator’s control room and 
detects when the door is opened. Combined with further data points such as the time of 
the day, the system automatically generates a security breach notification that enables 
the operator to react immediately.

Moreover, the method of opening the tower door by breaking the ventilation screens as 
described before will be detected by the system. Even if the break-in results in the system 
being disconnected from the data connection before the door itself is opened, this will be 
detected. In both cases the operator will be notified immediately. Hence, entering the tur-
bine unnoticed becomes impossible.

What effect does it have on the asset state of the wind turbine? As a smart access control 
system nearly eliminates detection time, the period of an insecure asset state and liability 
risk is determined only by the operator’s reaction time.



ELIMINATING THE DETECTION TIME OFFERS THREE ADVANTAGES
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For the wind farm operator, using a smart access control system for his turbines offers 
three immediate advantages:

First, potential burglary damages are reduced. This is based on the assumption that the 
potential damage increases with the time that an intruder can spend in a turbine. The 
smart access control system enables the operator to react immediately to the security  
breach notification and alert the police or other responsible bodies such as a private  
security company.

Second, an immediate reaction drastically increases the chance of catching the intruders. 
Today, the chance is very slim due to the long detection time. As the smart access control 
triggers a silent alarm, intruders do not expect company and have no reason to leave the 
scene. Series of thefts that run for months and lead to significant damages at many wind 
turbines can be prevented early on.

Third, the wind farm operator is able to minimize his liability risk that is caused by  
turbines in an insecure asset state. By eliminating detection time, only the reaction time  
defines the period of an insecure asset state. As every operator can control and manage the  
reaction time on his own, the smart access control system effectively empowers the ope-
rator to manage his liability risk.
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SMART ACCESS CONTROL SYSTEMS REDUCE BURGLARY 
DAMAGES AND LIABILITY RISKS

Overall, operators can significantly improve the security level of their wind farms by 
using smart access control systems, at the same time reducing their own risk. Modern  
technology and digitalization as well as connected devices offer enormous potential for 
improvement.

TIMM currently develops a smart access control system for the wind industry, both for  
onshore as well as offshore application. This system will help operators solve the challenges 
mentioned before. It will increase physical security and enable the operator to effectively 
control access to wind turbines, manage his responsibilities and minimize liability risks.

The development project is funded by the German Federal State of Schleswig-Holstein. 



11

Dominik Eisenbeis
Head of Renewable Energy

Tel. +49 40 248 35 63 - 90
eisenbeis@timm-technology.de

www.timm-technology.de

FURTHER INFORMATION

5 reasons why...
Download White Paper now!

White Paper No. 1



info@timm-technology.de
www.timm-technology.de


